Gl elio
Commercial Bank of Dubai

HOW TO CREATE HARD TOKEN USER ID AND HOW TO ACTIVATE IT

1- Open the website: https://www.cbd.ae/iBusiness

2- Enter Your Admin ID and enter the PIN(4 digits) + Token (6 digits number displayed on the user
device)

3- Click on Login Button

(| NG Y| W Y V) (\ Q Location
Commercial Bank of Dubai

Business
Logln New User?
1 ' Jser 0 1 Frequently Asked Questions

Login Trouble

Live Chat

Contact Us

4- Click on Users & Roles Management on the top bar

| Users & Roles Management Account Setup Bulk Management Queue Reports

= #w > Users Management > Create User
Business

06-08-2020 17:22:50 GMT +0520 Please salect the user type for which you want to create user:

5- Click on User management

| Users & Roles Management Account Setup Bulk Management Queue Reports

- ﬁ > UsersManagemem > Create User
Business

06-08-2020 17:23:50 GMT #0530 Please select the user type for which you want to create user:

| Users Management I (] .

User Type CORFPORATE USER v
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6- Click on Create User tab and then click on Create User button on the right side

| Users & Roles Management

Users Management

Business

06-08-2020 17:23:50 GMT +0530 Please select the user type for which you want fo create user:

Users Management [~]
User Type CORPORATE USER h
View User
Create User |
CREATE USER
Modify User

Activate User

Deactivate User

Lock User
7- Enter the below mandatory details in the User Profile page
a. First name:
b. Last name:
c. Token serial number: Enter 9 digits mentioned on the back of user token on the bar code
d. Check the User Bulk Template ID Mapping Required box
e. Email:
Salutation Mr b
Business o [ Hoboes |
05-08-2020 19:03:23 GMT +0520
Token Serial No * 123456789
Userz Management °
Vs Address city
Create User
Modify Usar
Activate User Phone Number Country
Deactivate Usar Fax Number Zip/Postal Code
Lock User User Bulk Template 1D Mapping I Email * andriani@cbd. ae I
Unleck Usar Rt
Limits Package CORP v
Delete User
Rewoke Usar
Token Azsignment/Activation Access Level * Maker v |
Roles Management [-]
Authorisations Management [-]

f.

Select Access Level: View Only (For View Access Only)
Maker (Access to make the transactions)
Checker & Verifier (Access to approve the transactions)

Maker & Checker (For complete access)
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8- Note: For Access Level*: Checker & Verifier/ Maker & Checker, Please fill up additional details and

Click SUBMIT

Business

16-08-2020 17:27:47 GMT +0530

I Access Level *

Checker/Verifier VI

Modify User

Activate User

Deactivate User

Lock User

Unlock User

Delete User

Revoke User

Passport Number =

Passport - Details Page **

Passport - Second Page =

Users Management [~]
Nationality * -— Select — v |
View User |
Create User | Mobile Number * |
Modify User
EmiratesiD @ Passport
Activate User
Deactivate User Emirates ID
Emirates ID ** Expiry Date * =
Lock User
s
Unlock User Licnibavs URLOAD
Delete User Back Page ** UPLOAD
Revoke User
Users Management °
View User
Create User Passport

Expiry Date *

UPLOAD

UPLOAD

* indicates mandatory fields

** Please upload passport second page if applicable
** Please note Emirates ID is mandatory for UAE residents.

Mote - The user will not be activaled if incorrectinvalid documents are uploaded in the system

CANCEL SUBMIT

9- Select Internet and Mobile Application boxes and Enter the User ID* in Internet and Mobile
Banking field and click on SUBMIT. The User ID* is the user name you are setting up for user

token, It will be used to access iBusiness.

Channel Details

|

Channel Description

Internet and Mohile Banking

testcheck

Intemnet
[ Mobile Browser

[ wobile Application

BACK

SUBMIT
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10- Review information and click on SUBMIT.

Access Level Maker
Limits Package CORP

Channel Assigned To User

Channel Group Internet and Mobile Banking Subscribed Channel Internet, Mobile Browser, Mobile
Application

User ID adm3919

Mapped Customer

Mapped Customer Customer Type Is Primary

IR0000983203 Third Party Entity-Bank Customer

BACK SUBMIT

11- Select all check boxes available next to predefined rules in order to give complete access(View
and Transactions) to user except BENE RESTRICTIONS and click SUBMIT.

Default Roles DEFAULT ROLE

Default Roles

Default Roles MOBILEAPPLICATION

Pre-defined Roles ALL
v

CORPORATE ENQUIRY &
TRANSACTIONS

BACK SUBMIT

12- Click CONFIRM.

Role Assigned To The User

Role DEFAULT ROLE
ALL
ALL
CORP
DDS

CORPORATE ENQUIRY &
TRANSACTIONS

MOBILE
MOBROLETEST

MOBILEAPPLICATION

BACK CONFIRM
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13- You will be redirected to the RSA token screen where you can enter the token code (PIN + 6 digits
number displayed on the device). You will get a confirmation that User ID is created successfully.

i Users Management Modify User Authentication

Please enter security PIN along with the code displayed on your RSA foken

RSA Token =

* indicates mandatory fields.

SUBMIT

Once User is created, please follow the below steps for Account Setup

1- Click on Account Setup and on next page without entering any details click the SEARCH button.

Users & Roles Management Account Setup Bulk Management

# > AccountMapping Setup

Business

16-08-2020 17:27:47 GMT +0530 Search and select the user from below for setting up the account

| Account Setup |

Setup Account For User Account Setup A

User

First Name Starts With v Last Name Starts With v
User ID Starts With v Email Starts With v

SEARCH

2- User ID will be displayed at the bottom of page. Check the button next to user id and click the
SELECT button

ccsal148user  MrAhmed Mohsen Hassan ahmed hassan@cbd.ae IR0000583203 (;BD PCM TEST BUSINESS Customer

SELECT
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4- Select all the check boxes (Internet, Browser Based Mobile, Mobile Application, Transactions,

Inquiries) and click on SUBMIT

Users & Roles Management

Business

16-09-2020 17:27:47 GMT +0530

Account Setup

Account Setup > Initiate Account Setup

Click on Groups mentioned below to do the account mapping

Account Setup User

User Type CORPORATE USER

Customer Name CBD PCM TEST BUSINESS 2

Elnlemal El Browser based MnmleDD Mobile Application

E Transactions
] inqures

Customer IRIM IRD000983203

User ID ccsa0148user

IRANSACTION CODES ABBREVIATIONS
Records 1 To 15 Page 10f1

CANCEL SUBMIT

5-  Click on CONFIRM, You will get the confirmation that Account Setup is completed successfully.

Users & Roles Management Account Setup

ACCOUNT SeTup Vermcanon

Business

08-10-2020 17:57:49 GMT +0530

Please verify and confirm the account mapping below:

User

Account Setup User Type CORPORATE USER

Customer Name CBD PCM TEST BUSINESS 2

Internet Browser based Mobile

Transactions
Inquiries

Customer IRIM IR0000983203

User ID neel7120

TRANSACTION CODES ABBREVIATIONS
Records 1 To 15 Page 1 of 1

BACK CONFIRM

6- Click on Users & Roles Management, and select Authorizations Management, Click on

Authorization Rules, Click on CREATE

| Users & Roles Management

View | Modify Rules

Business

16-09-2020 17 27:47 GMT +0530

Users Management
¢ ° User Type
Token Assignment/Activation

Roles Management Q

| Authorisations Management °|

Manage User List

| Authorisation Rules |

Please select the User Type below for which you would like fo view / modify the authorisation rules:

CORPORATE USER

VIEW / MODIFY CREATE
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7- Select Maker (User who create transactions) from Drop down, Enter Amount From* (Minimum
Amount Limit), Enter Amount To* (Maximum Amount Limit) and Click on SUMBIT

Authorization Required Condition

a. Authorization Required box needs to remain unchecked for Auto Authorized transactions. (User
will initiate the transaction and it will go to bank for further processing without any approval)

B us i ness User Type CORPORATE USER Rule 1D generated by the appication

16-08-2020 17:27:47 GMT D530

Nole: “Infeme Channe
Users Management -]
Token Assignment/Activation
Immu abdi3s07 * | abai3s07 # vl
Roles Management
Customer ID Al v Transaction A v
Authorisations Managemant [~]
Currency AED(AED) v AccountiD Al ~
Manage User List
Authorisation Rules I AT ET 1 I I (i
Required

o

b. Click on CONFIRM

Please review the following information that you are about to submit for creating a new authorieation rule:

Business

08102020 17-57:49 GMT +0530 User Type CORPORATE USER Rule ID IR000093203

Users Management [V] Note: *Internet Channel

Token AssignmentiActivation

Maker ami2® | ami2 # Customer ID Al
Roles Management (-]
Authorisations Management @  Transacten Al CEeney e
Manage User List Account ID Al
Authorisation Rules Amount From 100 Amount To 999999999999999 00

Authorisation Required

BACK CONFIRM

c. You will be redirected to the RSA token screen where you can enter the token code (PIN + 6 digits
number displayed on the device). You will get a confirmation that Authorization Rules has been
successfully created.

H Authorisation Rules > Create Rule Authentication
Business

08-10-2020 17:57:49 GMT +0530 Please enter security FIN along with the code displayed on your RSA token

Users Management
o ° RSA Token *

Token Assignment/Activation
Roles Management ° * indicates mandatory fields.
Authorisations Management °

Manage User List

Authorisation Rules
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1. Select Authorization Required box and choose Approval ID in List ID (User will initiate the
transaction, List ID user will approve it and it will go to bank for further processing. Multiple
list ID may be populated depending on the approval matrix) and click on SUBMIT

BUSineSS [rsster abdi3507 * | abdi3507 # ~]

16-09-2020 17:27-47 GMT +0530

Customer ID Al v Transaction Al ~
ers Man: ment
Users Managemel L AED(AED) v Accountid Al v
TOKE'\F\SS\QF."Y?HL.‘\H vation
[ Amount From: 1 ] [ Amount 7o+ 1000000 ]
Roles Management

|Aumw;annn | [5G ]
Authorisations Management (-] Required

Manage User List | List 1Dz ami2* | ami & VI
Authorisation Rules I List 1Dt Salect o
ListiD: Select v
ListID: Select ~
List1D: Select e
CANCEL SUBMIT
2. Click on CONFIRM
Users & Roles Management Account Setup Bulk Management Queue Reports Services

Please review the following information that you are about o submit for creating a new authorisation rule:

Business

16-09-2020 17:27:47 GMT +0530 User Type CORPORATE USER Rule ID IR0000983203

Users Management []

Note: *Intemet Channel

Token Assignment/Activation

Roles Management ° Maker abdI3507 * | abdi3507 # Customer ID Al
Authorisations hanagsment @  Transaction Al Currency AED
Manage User List Account ID Al
Authorisation Rules Amount From 1.00 Amount To 1000000.00

Autharisation Required

Authoriser Authoriser Type

amir2® | ami2 # User

BACK CONFIRM

3. You will be redirected to the RSA token screen where you can enter the token code (PIN + 6
digits number displayed on the device). You will get a confirmation once the Authorization
Rules are successfully created.

- # > Authorisation Rules Create Rule Authentication
Business

16-09-2020 17:27:47 GMT +0330 Please enter security PIM along with the code displayed on your RSA token:

Users Management [} RSA Token *
‘oken

Token Assignment/Activation

Roles Management o * incicatas mandafory fiskis SUBMIT

Authorisations Management °

Manage User List

Authorisation Rules
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